GIMS Automation



1. KOMMNOHEHTbI N apXUTEKTYpPa CUCTEMDI

KOMMOHEeHTbl CUCTEMDI

MeHep)xep KoHCTpYyKTOP AKTUBaTOPbLI O6paboTumnkm
MHPPACTPYKTYpPbI CTpaHuL,

yripasneHuve co34aHKe Monb30BaTENbCKIMX 06paboTKa 3aMpocoB OT 3aMyCcK cLueHapues
OTKa30yCTOMYMBOCTbIO web rnHTepdenconB KOPMOPaTUBHbIX CUCTEM 06paboTKM MHDOPMaLUK
1 6aNaHCUMPOBKOWM Harpy3Ku MO Pa3NYHbIM MPOTOKOMaM

NCTOUHUKU CueHapum Tunbl UICTOYHUKOB TUNbl aKTUBATOPOB
OAHHbIX OAHHbIX

noaKtoYeHme BHeLWHMX yrpaBneHme cueHapmnam pa3paboTka WabnoHOB pa3paboTka WabnoHOoB
MHPOPMALMOHHBIX CUCTEM 006paboTKM MHDOPMaLK 019 NoaKItoYeHns MCMOMb3yeMbIX MPU

B KayecTBe MCTOYHUMKOB MCTOYHMKOB OaHHbIX HaCTPOWKe aKTMBaTOPOB

HaHHDbIX



1. KOMNOHEeHTbl U apXUTEKTYypPa CUCTEMDI

APXUTEKTYPA CUCTEMDI

#P.O.

Web nopTtan

UHPOopMaLMOHHbIE CUCTEMDI

[MpoTokobl: REST AP,
SNMP traps, SOAP ...

AKTUBaATODPDbI
P

[TonyyeHme
M 3aMNMCb OaHHbIX

3anyckK cueHapu4a
06pPaboTKM MHGOPMaL MM

O6paboTunkm

[MpoTokonbl: REST AP,
SNMP traps, SOAP ...

U_E@ MCTOUYHUKM
AaHHbIX

] [TonydeHme

N 3alrnmMCb AaHHDbIX

CueHapum

|




2. nO.D,.D,ep)-KMBaeMbIe TUIMNbl NICTOHHUKOB [1dHHDbIX

e Hasbl gaHHbIX: Oracle, PostgreSQL, MS SQL, DB2, MySQL, MongoDB, Redis
e HTTP REST/SOAP

e SNMP walks

e Command line interfaces SSH/Telnet

e Telegram

e F-mall



3. [Noppoep)>XmBaemMblie TUMNbl aKTUBATOPOB

® BbiMONHEHWE MO pacnmMcaHuIo
e HTTP REST/SOAP

e SNMP traps

® Telegram

e E-mail



4. Peanunsauunda cueHapueB NnpmMeHeHUd

4.1. NMoarotoBKa BbIMNCIUTENTBHOU MHPPACTPYKTYPbI

[g KoHdurypaTtop uHppacTpyKTypbl

B X d OO0 s @@ 9 ®© O @ Tr Ponu nHdpacTpykTypsi

Nodename 1 Nodename 4@

&

Nodename 3 Nodename 4 = E]
L] E’ Nodename 4

Nodename 1 Nodename 1 Nodename 1

: ) Nodename 1 Nodename 1 |

Nodename 5 Nodename 6

Nodename 7 Nodename 8 E]

Nodename 1 Nodename 1 Nodename 1

Nodename 9 Nodename 10

&

Nodename 11 Nodename 12



4. Peanunsauunga cueHapueB NnpmMeHeHUA

4.2. NoaknmwyeHe NMCTOUYHUMKOB AaHHbIX

[ WcTounnkm aaHHbIx

© Y mds_sandbox_psgsql X case 4 X telebot_gelarm X srt_collector X
obasuTb AanvTL

]

Q Wmn Tun Cratyc
mds_sandbox_psgsql PostgreSQL ® THN MCTOUHMKA: AAHHBIX
case_4 HTTP REST @

TUn MCTOUHMKE AaHHbIX PostgreSQL Vv
telebot_gelarm He ykazaH ®
srt_collector PostgreSQL ©@

Obwue

port 5432

hostname 192.168.88.12

db_name srt_monitoring

AyTteHTudukauma

login srt

paSSWOrd sesssccsss @

JononHutenbHbie napamMeTpbl NOAKNAOYEHUA (onumoHanbHO)



4. Peannsauyuma cueHapueB NnpuMeHeHUs

4.3. Peannsayuna cueHapumeB 06paboTkm nHdopMaLmm

[&] Cuenapum aBTomatusauuu

@ CASE3 X | Widget HTTP.API X
[ AoBaeuTs | | Yaanute |
B X s ooaaeo0d=®E#HeETH
Q Vima - -
1l import json
test3 2 import re
3
snmp_rules 4 print(request_type)
5  print(request_path)
CASE_4 6  print(request_headers)
CASE 3 ; print(request_data)
CASE 1 9 return_result_ = None
180  request_path_p = re.split('\/', request_path)
Hosbiii cuerapuii 11 print(f"request_path_p: {len(request_path_p)}")
12 for request_path_ in request_path_p:
Widget_HTTP_API 13 print(request_path_)
14
CASE2 15 if request_type == 'POST':
16 res = []
17 print( 'POST"')
18
19 if request_path.lower().find("/scenario/widget/") == @:
20 print('/scenario/widget/")
21
22 if len(request_path_p) >= 4:
23 widget_type = request_path_p[3]
24 print(f"widget_type: {widget typel}")
25

O XypHan BbINONHEHWS CLUeHapus



4. Peannsauyuma cueHapueB NnpuMeHeHUs

4.4, HacTpomKa akTUBaATOPOB

[1]  AkTuatopsl

“ y CASE4 X Activator.Cron X
00asnThb NannTb

B ® ®

Q Wims Tun CocrosHue
CASE 4 @ Tvn akTueaTopa PaccnicaHue v
Test_NEW_HTTP HTTP ®

CueHapwuit test3 Vv
HTTP_CASE_2 HTTP ® e
HTTP_CASE_1 HTTP ® -

TaiMayT BbINOASHUS CUEeHapus, -
HTTP_CASE 3 HTTP ® e
test test ® AgTozanyck
WIDGET_REST_API HTTP_0.1 ®

WHTepBan 3anycka, cek 30
snmp - 192.168.88.61:162 snmp_listener ®
Activator_Cron ®



5. CueHapun npuMeHeHUs

5.1. MpepocTtaBneHmne REST API| Ha 6a3e 06paboTkn aaHHbIX 13 B/

DB

CueHapumn o6paboTku

result_data = mds_sandbox_psgsqgl.execute(sgl="select * FROM
public.faultdb_alertfilter")

return_result_ = json.dumps(result_data["res"])

o

REST API




5.2. 3anucb gaHHbIX B B noctynmBlwmnx yepe3s REST API

o

REST API

CueHapumn o6paboTku

sgl = f"INSERT INTO public.faultdib_alertfilter (name, description,

condition) VALUES({request_data['name'l},
"{request_data['description']}, '{request_data['condition']})
RETURNING id;"

mMds_data = mds_sandbox_psgsqgl.execute(sgl=sql)

return_result_ = jsondumps(mds_data['res"])

DB



5.3. NpepocTtaBneHmne REST API Ha 6a3e 06paboTKM OaHHbIX U3 HECKOJTIbKUX MCTOYHUKOB

CueHapumn o6paboTku

res = ]
@ mMds_data = mds_sandbox_psgsqgl.execute(sgl="select * FROM
DB1 public.faultdb_alertfilter")
srt_collector_data = srt_collector.execute(sqgl=f"select * FROM
public.stats_indicator where object_id = {request_data['id'][0]}
8 fetch first 100 rows only") —
> > )
for mds_data_row in mds_data["res"]: REST API
for srt_collector_data_row in srt_collector_data["res"]:
If mds_data_row["id"] == srt_collector_data_row(["object_id"]:
res.append({"id": mds_data_row["id"], "name":
@ mds_data_row["'name"], "indicator_value":

DB 2 srt_collector_data_row["indicator_value"], "ts":
srt_collector_data_row["ts"]})

return_result_ = json.dumps(res)



5.4. CMHXpOHU3aLMA U3SMEHEHUM B ABYX 6a3ax gaHHbIX Yepe3s DB Link nu REST API

g

DB 1

Check
changes

CueHapumn o6paboTku

last_id = get_cache('last_id")
if last_id == None:
last_id =0

srt_collector_data = srt_collector.execute(sgl=f"select * from
public.faultdib_alertfilter where id > {last_id}")
for row in srt_collector_data["res"]:
print(case_4.post_json(data = json.dumps(row)))
if last_id < int(row["id"]):
last_id = int(row["id"])

set_cache('last_id' last_id)

o

REST API

— 8

DB 2



5.5. BbiBog otyeTa 13 b1 No 3anpocy 13 tenerpaM KaHana

CueHapu o6paboTKn

ﬂ srt_collector_data = srt_collector.execute(sgl=f"select * from
¢ > public.faultdb_alertfilter")
Telegram
bot

return_result_ = json.dumps(srt_collector_data['res'])

DB



5.6. BbiBoa gaHHbIX U3 B[] B web nHtepdemnce nonb3oBatend B TabsiM4HOM BUAOE

O:
A

CueHapum o6paboTkm A

Portal
@ S SELECT * FROM tablel

]
DB




5.7. CozgaHune ynpaBnanwmx MHCTPYMEHTOB (KHOMKK, MEHI0 ...) B web nHtepdemnce

DB

MoJjib3oBaTes1d

CueHapum o6paboTkm

SELECT * FROM tablel

O:
A
A

Portal




6. JOKYMeHTaUuA

L pyKOBO,EI,CTBO MNoJ1b30BaTE 14
L pyKOBO,EI,CTBO No YCTaHOBKE

L pyKOBO,D,CTBO Mo yCTpaHeHWIo FIpO6J'IeM

JokyMeHTaumnsa gocTyrnHa Ha canTe https://gelarm.ru/products/automation_product/



[TPOTOKO/Ibl CUCTEMDI

GIMS Inventory

GIMS Monitoring
Fault DB

GIMS Monitoring
Performance DB

[ )
w GIMS Automation Infrustructure manager
|
GIMS Automation Integration nodes
BHewHMe
T
KoMMNoOHeHT MopT MNMpoTokon
GIMS Automation Integration node 25671/tcp RabbitMQ cluster protocol
GIMS Automation Integration node 8443/tcp HTTPS
GIMS Automation Integration node 22/tcp SSH
GIMS Automation Infrastructure manager 443[tcp HTTPS
GIMS Automation Infrastructure manager 5432/tcp PostgreSQL
GIMS Automation Infrastructure manager 22/tcp SSH
GIMS Automation Integration node any (onuMoHanbHO) OnLuMoHanbHO
GIMS Inventory 5432/tcp PostgreSQL
GIMS Monitoring Fault DB 5432/tcp PostgreSQL
GIMS Monitoring Performance DB 5432/tcp PostgreSQL

LindppoBaHue
TLS

TLS

SSH

TLS

TLS

SSH
onumMoHallbHO
TLS

TLS

TLS

HasHavyeHue

B3anmogencTeume y3noB knactepa RabbitMQ

CucrtemMHble API GIMS Automation

YnpaBneHuve

MNpadunueckmnm nHTepdenc Nonb3oBaTens

Pennmnkaumsa nsmMeHeHnim HacTpoekK y3noB kiactepa GIMS Automation
YnpaBneHuve

g B3aMoOencTBms ¢ BHELLHUMM CMCTEMaMM

CoxpaHeHne N YyTeHne MHBEHTAPHbIX OaHHbIX

CoxpaHeHue U YTeHne cobbITUIM MOHUTOPUHIA

COXpaHeHI/Ie nyTteHne MeTPMK MOHNTOPUMHIA



Ncnonb3lyeMoe nporpaMMHoe obecrieyeHme CTOPOHHUX
npounsBoauTenem n 6UbnmnoTexkun

HanMeHoBaHMe NporpaMMHOro obecrneyeHud JinueH3unda
PostgreSQL PostgreSQL License
Celery BSD

RabbitMQ Mozilla public license
Nginx BSD license
Gunicorn MIT license

Django BSD license

React MIT license
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