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1 OBIIUE CBEAEHMUS

1.1 TPEBOBAHUS K AIITAPATHOMY U IPOTPAMMHOMY OBECIIEYEHUIO

MuHuMaNbHBIE TEXHUYECKUE XapaKTEPUCTUKH CEepBepa, Ha KOTOpPOM OyAeT YCTaHOBIIEHA

Cucrema, IpUBEICHBI B TAOJIUIIE HIKE.

Ne DJEMEHT TPEBOBAHMS
1 | Ilpoueccop He menee 4 Core CPU
OneparuBHas NaMATh He menee 8§ GB RAM
3 | XKecTkuii quck He menee 20 GB HDD

CepBep, I/ICHOJIb3yeMBII>'I IJil YyCTAaHOBKH CI/ICTGMH, JOJDKCH YAOBJICTBOPATH CICAYIOIIHUM

TpC6OBaHI/I5{M 1o NporpaMMHOMY o0ecneyeHuIo.

Ne DJEMEHT TPEBOBAHUS
1 | OneparnmonHas cucrema CentOS 7/RHEL 7

OHepaHI/IOHHaH CHUCTCMa OO0JIXKHa OBITE YCTAHOBJICHA 0e3 JOITOJIHUTCIIbHBIX KOMIIOHCHT H oe3

BHECEHUS W3MEHEHHH B KOH(Urypaluio mocje ycTaHOBKUH. Bce HeoOXoaMMble IONOJHUTENbHBIE

KOMITOHCHTHBI YCTAHABJIMBAKOTCA U3 I[I/ICTpI/I6YTI/IBa.

1.2 COCTAB NIPOTPAMMHOTI'O PEIHIEHUSA

TexHOIOrn4eCKUil CTEK MpOrpaMMHOTO PCIICHUS COCTOUT U3:

HAMMEHOBAHHUE JINIIEH3HA HA3HAYEHHE
IPOI'PAMMHOI'O OBECIHEYEHHAS

PostgreSQL PostgreSQL License Xpanenue nHGOPMAIUH O HACTPOHKAX
KOMITOHEHT CHCTEMbI, HHBEHTAPHBIX
JTaHHBIX U T]I.

Celery BSD Bpokep oTBeuarommii 3a GopMHpOBaHHE
OYepe/n 3a[aHu i BBITOTHACMBIX
KOMITOHCHTAMH.

RabbitMQ Mozilla public license [Mpunoxenne, obecrneunBaromice 0OMeH

JaHHBIMU MEKIOY KOMIIOHCHTAMU,
nmponeccaMu U CEpBUCaAMU.

3u3 14



E GIMS Inventory

HAMMEHOBAHHUE JINIIEH3HA HA3HAYEHHE
ITPOr'PAMMHOTI O OBECIEYEHHAS

OpenResty (Nginx) BSD license Beb-cepBep HCIob3yIOIencs Kak
PEBEPCHUBHBIN MTPOKCHU IS 3aIIPOCOB K
HPHIIOKEHHIO TIopTaia

Gunicorn MIT license Beb-cepBep oTBeuaromuii 3a 3amyck
WSGI Python

Django BSD license Framework

React MIT license Framework

2 YCTAHOBKA ITPOI'PAMMBbI

2.1 TPEBOBAHUS K YYETHOM 3AIIUCHA

PasBeptriBanne CuctemMbl OCYHIECTBIISIETCS O] [10JIb30BaTENEM C IpaBaMu OOt Ha BbIACIEHHOM

cepBepe, Ha KOTOPOM OyJIeT OCYIIECTBISATLCS pa3BepThiBaHUE CUCTEMBL.
2.2 CKAYMBAHMUE JUCTPUBYTHUBA YCTAHOBKH

JlucTpuOyTHUB CUCTEMBI MOXET OBITh CKa4eH 10 cchiike: hitps://gelarm.ru/nextcloud

I[JIH 9TOro HCO6XOI[I/IMO BBITIOJIHUTB CJICAYHOIIUC JIENCTBUS.

lar 1. — Iepeitnute no cebuike https://gelarm.ru/nextcloud

[ITar 2. — B otkpsiBIieMcst OkHE BBeauTe JIorMH M mapoisib. (Jlorun u Ilapons mepenaercs
OT/IEJBHO. )

[ar 3. B otkpsiBUIeiics Gopme KinMkaeM 1o HazaHuto nanku GIMS Inventory. Baytpu nanku
BBINOJIHSIEM CKaYMBaHHE BCEX COJEPIKAIIMXCS B Hel (aitnoB. i 3TOro HaBeAuTe Kypcop Ha KHOTIKY ... U

B OTKPBIBLIEMCS BBINAJAI0IIEM criMcKe Beibepute mynkt Download.

S EE 2+ & oo
I Allfiles #* + H
® Recent M Name Size Modified

K Favorites n GIMS Inventory 5447 MB 11 days ago
<% Shares
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oo m 4 Q & & D
| Allfiles #* GIMS Inventory A You don't have permission to upload or create files here H
@®© Recent [ Name Size Modified
Y Favorites
< > GIMS-Inventory-0.1.0dev+202201201245-el7-x86_64.sh e 5447 MB 11 days ago
< Shares Add to favorites
i Details
Ko} Copy
¥+ Download

2.3 IIPOHIECC PA3BBEPTBIBAHUSI CUCTEMBI

IIpouecc passepreiBanus Crucremsl

Hlar 1. Ckonupyiite auctpuOyTUB, IOJy4yeHHbIH B pasznene 2.2 Ha cepBep, rae Oyzder
IIPOU3BOJIUTHCS YCTAaHOBKA.

lar 2. 3amycTuTe KOHCOJIb U IEPEHANTE B MANKY Ky/Aa ObUT CKOITMPOBAH AUCTPUOYTHB.

[lar 3. 3amycTuTe B KOHCOJIM KOMaHy ycTaHOBKY Buza: bash ./Haszeanue aiina.sh

IIpumep KoMaHABI:

bash ./GIMS-Inventory-0.1.0dev+202111161720-el7-x86_64.sh

2.4 ITPOBEPKA KOPPEKTHOCTHU YCTAHOBKHA

[ar 1. 3amyctuTe BeO-Opay3ep u BBeauTe B aapecHyro ctpoky URL http://anpec_cepepa.

[ar 2. Ha Bxiagke Be6-Opay3epa OTKpOETCs CTpaHuIla aBTopu3auu B Cucteme.

[Iar 3. Ha otkpsiBmIciics cTpanuiie B Gopme aBropusanuu BBeaute Jlorun u Ilaposns. (ITo
yMoJTYaHuI0 JIoruH admin u mapouas 123QWETrty).

IIpumeuanme: Ilocne aBropuzammu B CHcTeMe CMEHHTE Mapojb Ha Oojiee OE30MaCHbIN.
(ITpottecc  cmensl mapoyis  omucaH B PykoBojacTBe Tonb30oBaTelsi B pasjaenie  «YTpaBlieHUE

MOJTH30BATEIISIMI ) ).
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2.5 HACTPOMKA BBIYMCJIUTEJBHOI'O KJIACTEPA INVENTORY

[ar 1. 3amyctute BeG-Opay3ep u BBeaute B ajapecHyto crpoky URL http://aapec_cepsepa.

Brmonnnte ABTOpHU3AIUI0 B CUCTEMCE.

[lar 2. B mento Boioepute nyHkT KoHgurypaTop uH@pacTpyKTyphbl.

2
B Aetomatvzauma v
EH WHeeHTapHan Daza v
3 MoHuTOpHHT v
8 HacTpoiikn A

KoHdurypatop MHQPacTpyKTypbl

anaaneHwe NONL30BATENAMM

Tar 3. IlepeiinuTe Ha BKIaIKy KJIacTepbl MHBEHTApHOH 0a3bl.
lar 4. Haxxmure kHonky J[00ABMTH U B OTKphIBIIEicS Gopme BBeIUTE Ha3BaHHE KiacTepa.

Haxwmure kHonky BeiOpaTh.

[lo6aBuTb KiacTep X

HasBanue Knactepa N

KommeHTapui

[ITar 5. HaxxmuTe Ha UMs CO3JJTaHHOTO KJIacTepa.
[IIar 6. Ha Bkinanke CepBepbl kiactepa HaxmuTe KHONKY JI00aBUTh 1 B OTKpBIBIICHCS opme
BBenute: HasBanwe cepepa, DNS-ums wim IP-aapec, Mmst mosnb3oBatens ¢ npaBamu root. Haxwmmure

kHOTKY /l00aBUTh.
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[IIar 7. Cuctema BBIMOJIHUT MPOBEPKY MOJIKIIOUYCHHS K cepBepy. Kak Tonbpko cepBep OyeT roToB

K OKCIUTyaTalluh B KOJIOHKC CTaTyC B KJACTE€pPE€ B CTPOKEC C HA3BAHHMEM CEpBEpa 6y,HCT cTaryc

IN_CLUSTER.

2.6

OUCTpUOYTUBA TMpEAbIAYIIEH BEpCUU.

OTKAT K IPEJBIIYIIEN BEPCUU

OTkar K npenbmymei/i BEpPCHUHN BBIIIOJHACTCA IIYTCM BBIIIOJHCHUA KOMAHAbI HWHCTAJUIALUA

OIMCaHHOMY B paszferne 2.3.

[TocnenoBarenbHOCTh HMHCTALISIMA HMACHTHYHA TPOLECCY

3 TPEBOBAHUA K OBECIIEYEHUWIO MOHUTOPHUHI A

3.1 TPEBOBAHUA K MOHUTOPHUHI'Y TIPOU3BOJUTEJBHOCTH
Ne ITAPAMETP MOHUTOPHUHT' A YPOBEHDb ITOPOT OBBIE 3HAYEHU S
KPUTUYHOCTHU
1 | luckoBoe MpoCTPaHCTBO Critical 3nauenue >= 25% — normal
Menee 25% — warning
Menee 5% — critical
2 | Hamuuue namstu Critical 3unauenue >= 25% — normal
Menee 25% — warning
Menee 5% — critical
3arpy3ka mporeccopa Critical 3arpyska 6onee 90% na Bcex CPU
Pasmep swap mamsru Critical 3nayenue < 10% — normal

Beiie 10% — warning
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TPESBOBAHUS K MOHUTOPUHI'Y KOMIIOHEHT CUCTEMBbI

ITAPAMETP MOHUTOPUHT A

YPOBEHbDb
KPUTUYHOCTHU

KOHTPOJIMPYEMBII MOKA3ATEJIb

Pa6ota nponieccoB b/

Critical

Cepauc 3amymieH u paboraet — normal
JIro6oe oTkiIoHEHKE OT hormal — warning

Pa6orocmocoonocTs RabbitMQ

Critical

Ceparc 3amymieH u paboraer — normal
JIro6oe oTkiIoHEeHKE OT hormal — warning

PaboTocnocoOHOCTE TpoIIecCcoB
ropralia yupabBJIICMBbIX YCPE3
supervisor

Critical

3ampoc - supervisorctl status all

logview — B cTaryce OTJIMYHOM OT
RUNNING - craryc Minor
celery_monitor — B cratyce OTJMYHOM OT
RUNNING - craryc Minor

celery_automation — B craTyce oTiIMYHOM
ot RUNNING — craryc Major
celery_beat— B craryce oTuuHOM OT
RUNNING - cratyc Major

portal — B craryce orimaaom ot RUNNING
—craryc Critical

# Ilpumep oTBeTa npu KOPPEKTHOI padbore
automation:celery_automation
RUNNING pid 10864, uptime 0:00:16
automation:celery_beat

RUNNING pid 10873, uptime 0:00:16
automation:celery_monitor

RUNNING pid 10874, uptime 0:00:16
automation:portal

RUNNING pid 10875, uptime 0:00:16
logview

RUNNING pid 10863, uptime 0:00:16

PG balancer

Critical

Cepsuc 3amyiieH u padoraet — normal
JIro6oe oTkionenue ot hormal — warning
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4 TPEBOBAHMHSA K BEKAIIMPOBAHUIO CUCTEMBbI

bekanupoBanue CrucreMbl peKOMEHYETCsl OCYILECTBIIATh IIyTeM co3aHus snapshot’a cepBepos,
Ha KOTOPbIX pa3BepHyTa Cucrema. OnpeeneHne 4acToTbl OeKalMpOBaHUs OCYILECTBIIETCS HA OCHOBAHUU
4acTOTHI U3MEHEHUI KOH(PUTYpAINIl CUCTEMBI.

Ha mnepBbIX »Tamax OSKCIUTyaTallkd CHUCTEMBI PEKOMEHIYETCS BBIIOJHATH OeKanmupoBaHHE

Cucremsl ¢ NIEPUOJANIHOCTBIO pa3 B HEACIIIO.

5 NMPUJIOKEHMUE

Huxe npuBeneH nepedyeHb KOMaH 1, KOTOPBIE BBITOJIHSIOTCS CUCTEMOM NpH pa3BepThiBaHuU. Ecin

YCTAaHOBKA CHCTEMBI TPOM3BOJUTCSA HE TIOJ TOJbh30BaTeNieM [00t, TIOJIB30BATEIII0 HEOOXOIUMO

MMPEAOCTAaBUTH ITpaBa Ha BBINTOJIHCHUC HUXKE NMEPEUNCIICHHBIX KOMaH/I.

9usz 14



E GIMS Inventory

sudo mkdir -p /home/root

sudo echo -e "[gims-contrib]\nname=GIMS\nbaseurl=file:///nhome/gims/gims-
contrib\nenabled=1\ngpgcheck=0" > /home/root/gims-contrib.repo

sudo mv -f /nome/root/gims-contrib.repo /etc/yum.repos.d/

sudo chown root:root /etc/yum.repos.d/gims-contrib.repo

sudo LANG=en_US.utf8 yum --disablerepo=* --enablerepo=gims-contrib -y install python3

sudo LANG=en_US.utf8 yum --disablerepo=>* --enablerepo=gims-contrib -y install rabbitmg-server
sudo LANG=en_US.utf8 yum --disablerepo=* --enablerepo=gims-contrib -y install java-1.8.0-openjdk
sudo LANG=en_US.utf8 yum --disablerepo=* --enablerepo=gims-contrib -y install supervisor

sudo LANG=en_US.utf8 yum --disablerepo=* --enablerepo=gims-contrib -y install postgresql12-server
sudo LANG=en_US.utf8 yum --disablerepo=* --enablerepo=gims-contrib -y install pgbouncer

sudo LANG=en_US.utf8 yum --disablerepo=* --enablerepo=gims-contrib -y --noplugins groupinstall
"Development Tools"

sudo LANG=en_US.utf8 yum --disablerepo=* --enablerepo=gims-contrib -y install python3-devel
openldap-devel

sudo su - gims -c "python3 -m venv env"
sudo su - gims -c "source ~/env/bin/activate && pip install -r ~/gims-automation/requirements.txt --no-
index -f ~/gims-python-packages/"

sudo systemctl enable rabbitmg-server --now

sudo rabbitmg-plugins enable rabbitmg_management

sudo rabbitmgctl add_user mgadmin adminpwd

sudo rabbitmgctl set_user_tags mgadmin administrator

sudo rabbitmqctl set_permissions -p / mgadmin " *" " *" k"
sudo systemctl restart rabbitmqg-server

sudo systemctl stop postgresql-12

sudo /usr/pgsql-12/bin/postgresql-12-setup initdb

sudo cp /home/gims/gims-automation/contrib/postgresql/automation_cluster/pg_hba.conf
Ivar/lib/pgsql/12/data/

sudo cp /home/gims/gims-automation/contrib/postgresqgl/automation_cluster/postgresql.conf
Ivar/lib/pgsql/12/data/

sudo systemctl enable postgresgl-12 --now
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sudo systemctl stop supervisord

sudo mkdir -p /var/log/celery

sudo mkdir -p /var/run/celery

sudo chown gims:gims /var/log/celery

sudo chown gims:gims /var/run/celery

sudo cp /home/gims/gims-automation/contrib/supervisor/automation.ini /etc/supervisord.d/

sudo systemctl stop pgbouncer

sudo cp /home/gims/gims-automation/contrib/postgresqgl/automation_cluster/pgbouncer.ini
/etc/pgbouncer/

sudo touch /etc/pgbouncer/userlist.txt

sudo chmod 600 /etc/pgbouncer/userlist.txt /etc/pgbouncer/pgbouncer.ini

sudo chown pgbouncer:pgbouncer /etc/pgbouncer/userlist.txt /etc/pgbouncer/pgbouncer.ini
sudo systemctl enable pgbouncer --now

sudo systemctl disable firewalld --now

sudo setenforce 0
sed -i 'sSI*"SELINUX=.*/SELINUX=disabled/' /etc/selinux/config

sudo cp -f /etc/security/limits.conf /home/root/

sudo chmod o+w /home/root/limits.conf

sudo echo -e "gims hard nofile 4096\ngims soft nofile 4096\ngims hard nproc 8192\ngims soft nproc
8192" >> /home/root/limits.conf

sudo chmod o-w /home/root/limits.conf

sudo mv -f /nome/root/limits.conf /etc/security/

sudo cp /home/gims/gims-automation/contrib/syslog/remote.conf /etc/rsyslog.d/
sudo systemctl restart rsyslog

sudo cp -r /home/gims/gims-automation/contrib/logrotate/* /etc/logrotate.d/

setcap 'cap_net_bind_service=+ep' /usr/bin/python3.6
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sudo rabbitmgctl set_cluster_name rabbit@MQ_Automation_Cluster_1

sudo rabbitmgctl set_policy --apply-to queues --priority 10 celery_tasks *[a-z0-9]{32}\ script\ run'
‘{""ha-mode":"exactly","ha-sync-mode":"automatic","ha-params":1,"expires":3600000}'
sudo rabbitmgctl set_policy --apply-to all --priority 1 ha " '{""ha-mode":"exactly","ha-sync-
mode":"automatic","ha-params":2}'

sudo cat /var/lib/rabbitmg/.erlang.cookie

sudo echo -n "{hosts_file}" >> /etc/hosts

sudo mv -f /var/lib/rabbitmg/.erlang.cookie /var/lib/rabbitmg/.erlang.cookie_original

sudo cp -f /home/gims/gims-automation/contrib/rabbitmq/1/.erlang.cookie /var/lib/rabbitmg/
sudo chown rabbitmq:rabbitmq /var/lib/rabbitmg/.erlang.cookie

sudo chmod 400 /var/lib/rabbitmg/.erlang.cookie

sudo systemctl restart rabbitmqg-server

sudo rabbitmgqctl stop_app

sudo rabbitmqctl join_cluster rabbit@{hostname}

sudo rabbitmgctl start_app

sudo su - postgres -c "psql -c \"CREATE USER {db_user_name} WITH PASSWORD
{db_password};\""

sudo su - postgres -c "psql -gAtX -F' ' -c \"select "\\\"' || rolname || "\\\" \\™ || rolpassword || \\'"* from
pg_authid where rolpassword is not null\"*" > /etc/pgbouncer/userlist.txt

sudo mv -f /nome/root/userlist.txt /etc/pgbouncer/

sudo chown pgbouncer:pgbouncer /etc/pgbouncer/userlist.txt

sudo chmod 600 /etc/pgbouncer/userlist.txt

sudo su - postgres -c "psql -c \"CREATE DATABASE {db_name} WITH OWNER {db_user_name}
ENCODING 'UTF8' LC_COLLATE ="ru_RU.UTF-8 LC_CTYPE ="ru_RU.UTF-8 TEMPLATE
templateO;\""

sudo su - gims -c “cd ~/gims-automation && source ~/env/bin/activate && source .env/core.sh &&
python manage.py createcachetable”

sudo su - gims -c "cd ~/gims-automation && source ~/env/bin/activate && source .env/core.sh &&
python manage.py migrate”™

sudo su - postgres -c "psql -d {db_name} -c \"CREATE SUBSCRIPTION gims_subscription_1 1
CONNECTION 'host={main_server_ip} port=5432 password={db_password} user={db_user_name}
dbname={main_db_name}' PUBLICATION gims_publication_1 1;\""

sudo Is /var/lib/pgsql/12/data/log/

sudo cat /var/lib/pgsql/12/data/log/{log_file} | grep OLLIMBKA:

sudo systemctl enable supervisord --now
sudo supervisorctl status automation:*
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